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Commissioner’s Comments 

"With the increasing digitization of banking 
services, cybersecurity, and fraud prevention 

are critical priorities." 

Iam routinely asked what keeps me up at night or what con-
cerns me the most. Tese issues ebb and fow, but the most 
dominant concern for me, and has been for at least eight years, 

is the cyber threat. I believe it is the greatest risk facing the fnan-
cial services industry and possibly the country. Bad actors seem-
ingly change their strategies overnight, causing havoc and in some 
cases, disrupting services. Generally speaking, the banking com-
munity has responded well to these challenges, but it is a constant 
threat and will continue to be so. 

Emerging technologies have infuenced how businesses imple-
ment procedures and safeguards to provide convenience and pro-
tections for themselves and their patrons. For the banking indus-
try, instant access may be convenient, but robust barriers to ensure 
the appropriate level of data security for customers are necessary. 

Considering the topic, I want to recognize Cybersecurity Aware-
ness Month. October is dedicated to raising awareness about the 
importance of cybersecurity. Tis October marks the 21st Cyber-
security Awareness Month. 

With the increasing digitization of banking services, cybersecurity, 
and fraud prevention are critical priorities. Banks are investing in 
threat intelligence and encryption for protection. Some are con-
sidering artifcial intelligence and other authentication methods 
to safeguard customer data and protect against evolving threats. 

Regulators are continuously evaluating the tools available to the 
industry to help manage risk. Most recently, the Federal Financial 
Institutions Examination Council (FFIEC) announced the sun-
set of the Cybersecurity Assessment Tool (CAT) in August 2025. 
While the CAT has played an important part of cybersecurity risk 
management practices, it is outdated. Being vigilant and assess-
ing new threats and related issues requires that the industry seek 
alternative resources that can provide a comprehensive evaluation 
of cybersecurity risks in today’s environment. Te Department’s 
August 29, 2024 Industry Notice regarding the sunset of the CAT 
ofers efective, alternative tools that bankers can use in its place. 

In this edition of the Texas Bank Report, the Department of 
Banking explores various information technology matters as well 

as other key topics, including the fnancial education eforts of 
various state banks. 

Te edition also covers an important process that the Department 
is undergoing in mid-October – the Conference of State Bank 
Supervisors (CSBS) reaccreditation process. A CSBS Review 
Team is set to review the agency’s operations and supervisory pro-
cesses for banks and money services businesses. We break down 
the accreditation process and its importance to the state banking 
regulatory community. 

While we are undergoing this review, we are also gearing up for 
the 89th Legislative Session. Currently, interim hearings are being 
held by the House and Senate committees. Many of you may not 
be aware of the added responsibilities and opportunities state agen-
cies have during the legislative process. We are frequently asked to 
meet with legislative members and their staf to brief them on 
current issues afecting our regulated entities, update them on our 
activities, explain how a bill could afect our regulated entities, or 
provide resource testimony at committee hearings. 

Te Department will be monitoring all legislative flings daily and 
tracks specifc bills that may afect one of our regulated entities, 
department staf, or department operations. Our goal is to be 
informed so we can answer your questions, be a reliable resource 
to our elected ofcials, and not be surprised at the end of the 
session. 

We appreciate all the support you have given the Department and 
its staf over the years. I hope you enjoy the latest edition of the 
Texas Bank Report. As always, thank you for what you do for your 
communities. 

Charles G. Cooper 
Banking Commissioner 
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Accreditation Program 

The Conference of State Bank 
Supervisors (CSBS) Accreditation 
Program, established in 1984, 

recognizes and enhances excellence in 
state regulation. Te process involves a 
comprehensive review of several elements 
and principles that confrm the ability of a 
given banking department to discharge its 
responsibilities. 

As of July 26, 2024, 46 state banking 
agencies have achieved and maintained 
the standards for accreditation. Included 
among these is the Texas Department 
of Banking, which has maintained 
its accreditation standing since it was 
initially accredited in 1993. In 2020, 
the Department became the second state 
to earn its Money Services Businesses 
accreditation. 

Te Department, as it does every fve years, 
is scheduled to undergo the CSBS accredi-
tation process. Te CSBS review team will 
perform their on-site review of the agency’s 

By Amber Summers, Financial Examiner 

operations October 15-17, 2024. 

Accreditation involves an in-depth review 
of an agency’s policies, procedures, and 
operations to determine if it meets the stan-
dards set forth by the CSBS Performance 
Standards Committee. Te process is similar 
to the examinations of our state-chartered 
banks. 

During CSBS’s assessment of a banking 
department, the assigned review team 
evaluates critical aspects of the bank-
ing department’s operations, including 
administration and fnances, personnel and 
training, bank and money service busi-
ness examination policies and procedures, 
examination capabilities, and supervision 
and legislation. 

Upon completing their assessment, the 
review team drafts a report and makes a 
recommendation to the Performance Stan-
dards Committee regarding reaccreditation 
for the Department. 

Why is Accreditation Important?  
Accreditation is important not only as 
an assessment of the competency of the 
Department, but also to establish credibility 
with other state and federal bank regulatory 
agencies. Accreditation allows the federal 
bank regulatory authorities to accept the 
Department’s reports of examination under 
an alternating examination process, which 
in turn, greatly reduces regulatory burden 
to supervised banks and bank holding 
companies. 

In accordance with Section 349 of the Rie-
gle Community Development and Regula-
tory Improvement Act of 1994, the Federal 
Financial Institutions Examination Council 
(FFIEC) issues guidelines that establish 
standards for determining the acceptabil-
ity of state banking authority reports of 
examination under Section 10(d)(3) of the 
Federal Deposit Insurance Act. As estab-
lished in FDIC policy, CSBS accreditation 
is one of the factors that is also considered 
for accepting reports. 
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By Phillip Hinkle, Director of Cybersecurity and Technology Strategy 

Shift in Hacking 
According to the heads of the top federal 
agencies with responsibility for monitoring 
cyber threats against the U.S., a hacking 
technique known as Living Of the Land 
is being used to compromise critical net-
works. Tis shift in hacking is permitting 
undetected intrusions into critical systems. 
Te core of the technique is for hackers to 
use privileged access credentials and pre-po-
sition themselves in networks until they 
are ready to attack. Tis shift warrants a 
reassessment of the approach used by both 
industry and regulators to address Informa-

tion Technology (IT) security, particularly 
privileged access management. Historically, 
the focus of IT security has been a mile wide 
(review of lots and lots of controls), but 
only an inch deep. Tat wide focus spreads 
resources thin and prevents an in-depth 
assessment of the most critical/fundamental 
controls. 

Te Treat is Called Volt Typhoon 
Volt Typhoon is the People’s Republic of 
China’s (PRC) state-sponsored cyber group 
focused on positioning itself inside the 
computer networks of critical infrastructure 

for the sole purpose of causing destructive 
or disruptive cyber activity to our country 
when the PRC chooses. 
A full discussion of Volt Typhoon is too 
long for this article. Rather it is important 
to know that the use of these diferent hack-
ing techniques have permitted undetected 
intrusion. Te PRC is interested in critical 
infrastructure that can disrupt our way of 
life, not only the fnancial sector but also 
the communications and power sectors, 
of which most sectors are dependent. Tis 
infltration was only discovered a little over 
one year ago, but dates back to at least 2021. 

Tis threat is not theoretical…CISA teams have found and eradicated Chinese 
intrusions into critical infrastructure across multiple sectors…And what we’ve found 
to date is likely the tip of the iceberg. Given the malicious activity uncovered by CISA, 
National Security Agency (NSA), Federal Bureau of Investigation (FBI), and  industry 

partners, we are acting now, knowing that this threat is both real and urgent. 

— CISA Director Jen Easterly's Congressional Testimony January 2024 
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Recommendations by Cybersecurity &  
Infrastructure Security Agency (CISA) 
CISA has recommended four primary 
actions to mitigate Volt Typhoon activity, 
which can best be summarized as Focus-
ing on the Fundamentals — patching, 
Multi-Factor Authentication (MFA), log-
ging, and “End of Life” management. 
Tese are well-known controls that have 
been employed for years. However, the 
PRC is using weaknesses in implementa-
tion of these controls to gain access. One 
example is that while all bankers log net-
work activity, the PRC is exploiting the 
short log retention periods and lack of 
logging of routine administrative activity. 
Chief Information Security Ofcers need 
to take a deeper look at not just logging 
activity but all aspects of privileged access 

management. We are currently consider-
ing new work program questions that take 
a deeper look at these recommendations, 
which we will share with the industry. It is 
important for bankers to address this now 
and not wait for an IT examination since 
we expect to see these techniques being 
exploited more broadly by criminal hack-
ers as well. 

Industry and Regulators Must   
Work Together to Stop the Treat 
To help protect the industry against the rap-
idly moving exploitation by the PRC and 
potential similar criminal activity, the Texas 
Department of Banking and other state reg-
ulators are evaluating options to help ensure 
that CISA’s recommendations are being 
implemented efectively. 

As these recommendations revolve around 
restricting compromises of privileged 
access, we have to look beyond on-site 
users. We must look at how all of these 
credentials are managed, especially access 
given to third parties, such as Managed 
Service Providers (MSPs). MSPs often 
require full access/control of your network. 
So, an enhanced look at vendor manage-
ment is needed. 

Cyber threats evolve at Internet speed; 
however, IT examination cycles are based 
on a frequency developed long before the 
Internet existed. Again, the current threat 
is not theoretical, it is both real and urgent. 
Terefore, fnancial institutions and regula-
tors need to work together now to protect 
the fnancial sector. 

Please send suggestions or comments to Phillip.Hinkle@dob.texas.gov. 
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Regulatory Landscape

Navigating the ITNavigating the IT 
Regulatory Landscape 

By Ruth Norris, Director of IT Security Examinations 

As technology continues to transform 
the banking industry, institutions 
fnd themselves trying to navigate 

the balance between efciency, security, and 
regulatory compliance. Today, Information 
Technology (IT) related issues are at the core 
of fnancial institution (FI) problems and 
forefront of regulatory concerns. Areas of 
patch management, payment systems, user 
access, multi-factor authentication, shadow 
IT, and legacy systems risk and controls, in an 
ever-evolving technological landscape, con-
tinue to be problematic for FI management 
everywhere. Let’s explore many of the root 
causes within IT and cybersecurity that regu-
lators are discovering every day. 

Tird-Party Risk Management 
Tere continues to be increasing reliance on 
third-party vendors to bridge the gap between 

technology and security expertise, stafng 
limitations, and economies of scale. Te bot-
tom line is vendors are necessary. What is a 
vendor, apart from an outside employee? Tat 
is exactly what they are and how they should 
be managed. To successfully manage these 
mission-critical relationships, fnancial insti-
tutions need to perform comprehensive due 
diligence before beginning any relationship 
with a vendor. However, it does not stop there. 

Ongoing monitoring is also critical: annual 
vendor reviews, vendor risk assessments, 
business continuity planning, and infor-
mation security monitoring are a must. 
Furthermore, a knowledgeable individual 
within the institution should be responsible 
for the daily oversight of services and activ-
ities performed by vendors. To take a cue 
from the Banking Secrecy Act: Know Your 

Vendor (Intimately). 

Te Independent, 
Information Security Function 
Often, people like to think of IT and informa-
tion security as the same thing, when, in fact, 
they have vastly diferent purposes. IT focuses 
on the use of technology systems needed to 
operate the business function through the stor-
age, retrieval, and transmission of information. 
Te information security function is responsi-
ble for protecting all (physical and electronic) 
data and systems from unauthorized access, 
use, or modifcation. It is important for FI's 
to establish an independent information secu-
rity function with the authority and expertise 
to provide efective challenge to IT and oper-
ations. Te focus is to implement an efective 
information security function that is a true 
second line of defense that monitors technol-
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ogy risks and cybersecurity threats, and ensures 
systems and processes prioritize security. 

Information Technology 
and Security Governance 
Gone are the days where “the IT guy han-
dles it” (pun intended). Strong, efective IT 
and cybersecurity governance provides the 
structure through which an institution sets 
and pursues objectives while considering 
budget, risk, compliance, strategic initiatives 
and business objectives. It is important that a 
FI’s Board of Directors and management be 
involved in decision-making and keep abreast 
of IT and security operations. Board and 
management reporting should be comprehen-
sive and incorporate the necessary documents 
to assist in informed decision-making. Board 
and committee minutes should document the 
regular discussions of IT and cybersecurity. 

Another key part of quality oversight is an 
efective IT audit program. Te scope and 
frequency of audits should be based on risk. 
Audits need to be independent and incorpo-
rate all business lines, operations, and sys-
tems. After all, it is to the institution’s ben-
eft to know that implemented technologies, 
processes and controls are efective and in 

line with acceptable risk. 

Technology Life Cycle Management 
Outdated technology imposes unnecessary, 
increased risk to fnancial institutions. Tis 
risk can lead to material fnancial, opera-
tional, and/or data losses. While technology 
costs can be high, the loss of operations or 
data is much more expensive. Managing 
technology systems as they age will help with 
budgeting the cost and potentially avoid 
replacement and update delays. 

A Comprehensive, Written 
Information Security Program 
Cybersecurity remains a critical concern, with 
a heightened focus to protect sensitive infor-
mation and maintain operational resilience, 
emphasizing the need for robust cybersecu-
rity frameworks, regular threat/risk assess-
ments, and comprehensive incident response 
plans. Te formal documentation of insti-
tution-specifc standards, policies and pro-
cedures is essential for maintaining a robust 
and efective security posture. It provides a 
systematic approach to manage information 
security and provides accountability and gov-
ernance, a basis of continuous improvement, 
and employee guidance and awareness. If it 

is not written, it never existed. All threats 
and controls should be considered. Institu-
tions should use risk assessments as a guide. 
Management should refer to the Federal 
Financial Institutions Examination Council 
(FFIEC) IT Booklets. Additionally, orga-
nizations including but not limited to the 
National Institute of Standards and Technol-
ogy (NIST), the Financial Services Informa-
tion Sharing and Analysis Center (FS-ISAC), 
United States Secret Service (USSS), and 
Texas Financial Crimes Intelligence Center 
(TFCIC) have resources to guide institutions 
in risk identifcation, and policy and control 
development. 

In Summary 
Te intersection of technology and regulation 
is becoming increasingly complex as banks 
navigate existing and evolving IT-related chal-
lenges. By staying abreast of key regulatory hot 
topics — such as cybersecurity, risk manage-
ment, third-party risk management, and IT 
governance — banks can better manage risks 
and capitalize on technological advancements 
while ensuring compliance. Adapting to these 
regulatory requirements is crucial for maintain-
ing operational integrity and building trust in 
an increasingly digital banking environment. 
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By Chris Hawkes, EditorBy Chris Hawkes, Editor 

Banks across the Lone Star State 
agree that financial literacy classes 
improve the communities they serve. 

By investing in financial education, banks 
enable community members to make bet-
ter decisions about their finances. Sharing 
information strengthens the bonds between 
members and banks. As a result, a strong 
relationship will likely manifest, and, in 
turn, benefit the community. The Depart-
ment of Banking reached out to several 
banks to discuss their success with financial 
literacy. 

NORTH DALLAS BANK & TRUST CO., 
DALLAS 

Director of Community Engagement for 
NDBT, North Dallas Bank & Trust Co., 
Lisa Rushing, relayed that just this year, 
the bank launched NDBTech, a program 
that teaches older adults about cyber-
security awareness, computer literacy, 
troubleshooting technological issues, and 
other concerns. Information Technology 
(IT) professionals from NDBT meet with 
older adults and answer any questions or 
assist them with technology-related issues. 
Whether that is assistance on how to access 
an app or teaching them how to use their 
mobile phone. 

The bank has also formed a partnership 
with the Willie B. Johnson Recreation Cen-
ter (Rec Center) in the Hamilton Park area. 
The Rec Center has access to technology 
such as 3-D printing machines, comput-
ers, a pod cast station and a T-shirt press 
machine, but lacked the money to staff the 
center. By partnering with local banks and 
schools, the Rec Center was able to obtain 
the staff to operate these stations. 

Also, as part of the NDBTech program, IT 
officers visit the Senior Center of the Rec 

Assets at a glance 

North Dallas Bank & Trust Co. has 
operated in the Dallas community 
since 1961. Te bank holds about $1.7 
billion in assets and employs around 
180 people. NDBT has fve banking 
centers located in Dallas, Las Colinas, 
Addison, Frisco and Plano. 

Center and assist older adults in the com-
puter lab with other machines each week. 
By doing so, IT officers can ascertain where 
each person was technology-wise, access the 
situation, and assist from there. In addition 
to being a great benefit to the community, 
Rushing mentioned that the partnership has 
been very successful and rewarding. 

NDBT’s event, Banking Bingo, brings 
awareness to scams and terminology older 
adults might not be familiar with in a fun 
way. Instead of calling out numbers, like a 
normal game of bingo, organizers call out 

banking terms. This allows NDBT staff a 
chance to speak about these different terms 
or topics, educating players along the way. 
Even if something is considered common 
knowledge, players not familiar with bank-
ing can learn what terms mean and why 
they are important. 

NDBT’s goal is to prevent customers from 
becoming victims of financial exploitation by 
focusing heavily on cybersecurity education. 
Scammers and fraudsters continue to develop 
new tricks to target older adults. To combat 
this, NDBT employees take proactive mea-
sures by educating customers about potential 
threats when they visit the bank. For example, 
a customer might come into the bank and say 
he received a text message or phone call claim-
ing his grandson is in jail and needs money 
wired instantly. Bankers are trained to iden-
tify red flags, intervene, and alert customers 
to potential risks. The staff may also suggest 
alternative actions, like contacting the grand-
son directly or gathering more information 
before proceeding with a transaction. 

                                  Photo Courtesy of NDBT 

One of North Dallas Bank & Trust's staf members, Norman, teachers older adults about online 
safety. 
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When older adults first walk into the bank, 
many struggle to understand where they are 
financially. They might find it challenging 
to comprehend changes in their mortgage 
payments or make sense of loan statements. 
NDBT will take the time to sit with them 
and explain various documents like bank 
statements, bills, and invoices. 

“Ultimately, bankers are there to help,” 
Rushing said. “Don’t be afraid to reach out 
to your personal banker and your local com-
munity bank. I know, it can be really intim-
idating seeing how fast technology evolves. 
Just ask your banker. There’s a lot of people 
out there that are willing to take the time 
to help.” 

For more information about NDBT, visit 
ndbt.com. 

VERITEX COMMUNITY BANK, 
DALLAS 

Veritex Community Bank (Veritex), 
founded in 2010, has been around for 14 
years. The bank serves diverse populations, 
but focuses on helping older adults since 
this particular group is often targeted by 
scammers. Courtney Taylor, Community 
Development Officer for Veritex, explains 
the bank is committed to combat this issue 
through its financial literacy program. 

Veritex partners with non-profit organiza-
tions and invests resources in community 
organizations to educate older adults on 
fraud prevention, recognizing scams, and 
safeguarding against identity theft. 

In the Dallas area, Veritex cooperates with 
the Wesley Rankin Community Center to 
provide financial education. In the Houston 
area, Veritex collaborates with Northwest 
Assistance Ministries, Star Hope and Vol-
unteers of America to address identity theft. 
Some bank employees are also going the 
extra mile by teaching classes in Spanish to 
expand their community outreach. 

Veritex has observed an increase in the 
sophistication of scams with schemes 
appearing more legitimate than ever before. 
While scammers continue to deceive peo-
ple through phone calls and emails, they are 
increasingly turning to text messages as a pre-
ferred method. Financial literacy instructors 
from Veritex often play a crucial role in edu-
cating people to prevent them from falling 
victim to these disingenuous tactics. 

Assets at a glance 
Veritex Community Bank, a mid-sized 
community bank, has its headquarters 
in Dallas. The bank also has branch 
locations in Houston, Fort Worth, and 
Dallas and holds more than $12 billion 
in total assets. The name “Veritex” is 
derived from the Latin word “veritas,” 
meaning truth and “Texas.” 

For example, older adults often ask what 
to do when they receive an unknown text. 
Veritex employees recommend not respond-
ing to the text and deleting it immediately. 
They go on to emphasize customers should 
never click on a link, regardless of whether 
it appears in an email or text message. 

Calls from unknown numbers also create 
problems for some older customers. Bank 
representatives reflect that older adults 
remain skeptical about receiving a call from 
an unknown or unrecognizable number, 
especially when the caller claims to repre-
sent a bank. If a caller threatens to close an 
account unless specific demands are met, 
the bank’s staff recommends the customer 
hang up immediately and contact a trusted 
banker as they are likely talking to a scam-
mer. 

Photos Courtesy of Veritex Community Bank 
ABOVE, Veritex Community Bank's newest bank opened in the Cedar Crest Community Center 
in Southern Dallas in May. Te bank not only ofers banking services to community members, but 
also provides fnancial literacy courses for students and adults. INSET, Courtney Taylor, Commu-
nity Development Ofcer, presents at a fnancial literacy workshop. 

Taylor explains that financial literacy 
instructors and bank representatives try to 
remind people to be cognizant about every-
thing. They reiterate to customers that it is 
ok to investigate scenarios and or to reach 
out to the bank to double-check on things. 

“If a number doesn’t look right, or you 
know an email doesn’t look right, take some 
time to do some research for yourself,” Tay-
lor said. “Call your banker, call the folks 
that you know and ask, is this something 
legitimate or not? Don’t necessarily just give 
your information out over the phone.” 

In May, Veritex opened a branch inside the 
Cedar Crest Community Center in Dallas. 
By bringing bank services there, the insti-
tution hopes to attract people of all ages, 
young, middle-aged or older adults, to 
the area. Not only that, but the bank also 
wants to provide financial literacy classes to 
all demographics to better educate the sur-
rounding community about banking. 

Veritex prioritizes financial literacy through 
interactive classes. By sharing expertise and 
valuable insights, participants are empow-
ered to make better decisions. The knowl-
edge gained does not stop there as attendees 
pass it on to family members, who further 
spread awareness within their circles. This 

October 2024  www.dob.texas.gov      9 

https://ndbt.com
www.dob.texas.gov


 

 
 
 
 
 

  

  

 

 
 
 

 
 

 
 
 
 
 

 

 

 

 
 

 
 

 

 
 
 

 

 

 
 
 
 
 
 
 
 
 

 

 

 

 
 
 

 

 
 
 
 
 
 

 

 
 
 
 
 

 

 

 
 
 
 
 

domino effect benefits everyone, whether 
they are regular customers or just curious 
visitors seeking advice. Serving members of 
the community by educating and assisting 
them helps foster solid relationships and 
rapport among all stakeholders involved. 

For more information about Veritex Com-
munity Bank, visit veritexbank.com. 

TEXAS SECURITY BANK, 
DALLAS 

Texas Security Bank, a community bank based 
in the Dallas/Fort Worth area, touts them-
selves as the champions of free enterprise. 
While primarily working with commercial 
customers, Michael Mcintosh, Bank Secrecy 
Act Officer, said the bank seeks out opportu-
nities to serve its local community. 

Mcintosh, a dedicated employee at the bank, 
has been making a significant impact by 
providing financial literacy classes to Span-
ish-speaking members of the community. 
Taking the initiative, he started teaching these 
classes near the Turtle Creek branch in West 
Dallas. The community center, Brother Bill’s 
Helping Hand, sought assistance in teaching 
Spanish-speaking residents about financial lit-
eracy. Texas Security Bank obliged. By imple-
menting the Federal Deposit Insurance Cor-
poration’s (FDIC) program, Money Smart, 
Mcintosh was able to aid the group by pro-
viding financial guidance. Through compre-
hensive modules, Texas Security Bank offers 
classes on topics ranging from budget man-
agement to home-buying. 

Many people in the community from South 
or Central America vocalized a need for finan-
cial education as they navigate to a different 
financial landscape in the U.S. Transitioning 
from their home countries, they face unfamil-
iar concepts that are more prevalent here like 
credit management, understanding available 
financial products, and planning for retire-
ment. 

Initially, classmates expressed a strong resis-
tance to banking due to unfamiliarity with 
how it works and what protections it offers. 
Some preferred cash transactions and even 

Assets at a glance 
Texas Security Bank was founded in 
2008 and grew into a multiple branch 
organization with locations in Dallas, 
North Dallas, Garland, and Southlake. 
Texas Security Bank employs 91 people 
and has $1.2 billion in assets. 

stored money at home. However, one session 
was offered that highlighted the risks associ-
ated with storing cash at home and the safety 
of using banks where funds are FDIC insured. 

Some lessons turned into eye-opening 
moments for students. After teaching about 
what to look for in a credit report, participants 
came in the following week and revealed errors 
discovered in their own credit reports. As a 
result, Mcintosh advised students to contact 
the companies directly to dispute the errors to 
get them corrected. Because of his initiative, 
the student’s credit score would end up higher 
than before they took the class. 

“I congratulated them for using what they 
learned in the module to improve their finan-
cial situation,” he said. “It was a real big win 

for them in that regard and for us as a bank.” 

Texas Security Bank’s leadership team encour-
ages staff initiatives to support communities 
aiming to educate residents and make a posi-
tive impact on where individuals live. Courses 
offered will empower individuals to enhance 
their financial knowledge and improve their 
financial well-being. 

Mcintosh emphasizes the importance of giv-
ing back and educating the community finan-
cially. Banks should identify opportunities to 
provide support by teaching financial literacy 
or assisting other organizations that need help. 
Some programs are already in place, like the 
FDIC’s Money Smart program. However, 
taking the time to teach really has a lasting 
impact on the life of every student. 

“Teaching these classes can have generational 
effects, too,” Mcintosh said. “If they learn 
from financial classes, they can teach their 
family, their friends, even their children how 
to manage their finances, which improves the 
community overall.” 

For more information about Texas Security 
Bank, visit texassecuritybank.com. 

Photo Courtesy of Texas Security Bank 

Instructors from Texas Security Bank use the FDIC's Money Smart program to teach fnancial 
literacy courses to Spanish-speaking class members. 

If your bank has a financial literacy program you would like to share, 
please contact financial.education@dob.texas.gov. 
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Open Banking: Safe and Sound
By Chris Hawkes, Editor

Open Banking: Safe and Sound 
By Chris Hawkes, Editor 

In today’s fast-paced world, instant access 
to information is key. Te banking indus-
try is no diferent as digital options enable 

seamless transactions and information-shar-
ing within seconds. While customers value 
efciency, bankers and regulators prioritize 
security to safeguard sensitive data. Tese 
processes, often referred to as open banking, 
are on the rise in the United States and are 
sparking discussions among experts about 
their future implications. 

Roccio Fabbro works as a staf writer for 
Quartz. In her article, “What to Know About 
‘Open Banking,’ Coming Soon in the U.S.,” 
she writes that open banking allows indi-
viduals to share fnancial data with external 
parties like merchants, fntech frms or even 
rival banks. Application programing interfaces 
(APIs) enable swift data transfer for custom-
ers, facilitating activities such as comparing 
bank oferings or gaining a comprehensive 
fnancial overview. Basically, if you were asked 
to give an app access to your bank, you have 
essentially already used open banking. 

Te convenience of APIs extends to custom-
ers saving time when setting up accounts 
such as a savings or certifcates of deposit. 
By allowing an API to access their personal 
fnancial information, and not having to 
enter it manually themselves, customers can 
speed up the process. Additionally, APIs 
can provide a holistic view of one person’s 
fnances by pooling data from checking, sav-
ings, and investment accounts. 1 

Customers are not the only ones that beneft 
from the use of APIs. Tey also provide a way 
for banks to access large amounts of informa-
tion to book revenues and expand their ofer-
ings. 

Open banking seems to have garnered some 
support from the Consumer Financial Pro-
tection Bureau (CFPB) with its implemen-
tation of the Personal Financial Rights Rule 
(1033) in October 2023. Te rule, while still 
in development and not fnal, requires banks 
and payment frms to share transaction and 
account data with customers and authorized 

1 “What Is Open Banking, Consumers could beneft 
from allowing more access to fnancial information, but 
there are also concerns.” John Egan. U.S. News. June 
2, 2021. 

third-parties. Tird-parties must also estab-
lish obligations for accessing a consumer’s 
data, including privacy protections and basic 
standards for data access. 2 

Paul Davis, Founder of Bank Slate, explains 
in his Forbes article, “Open Banking’s Bal-
ancing Act.” Davis ofers more advice on 
how to prepare for opening banking now and 
in the not-so-distant future. 

• Financial institutions must become
well-informed about the broad con-
cepts of open banking. Banks should
invest time in researching and studying
the subject now. Gathering information
today can help institutions prepare for
the future.

• Introducing safeguards help protect
data from scams, fraud and bad actors.
While digital wallets and instant pay-
ments appeal to customers, they also
create a higher degree of risk. Banks
must ensure data is transferred as seam-
less as possible, but that data remains
secure for all parties involved.

• Te call for stricter security protec-
tions could create some pushback
from fntech companies as banks hold
third-parties to higher standards when
it comes to risk management. Despite

2 “What to Know About ‘Open Banking,’ Coming 
Soon in the U.S.” Rocio Fabbro. Quartz. www.msn. 
com. June 4, 2024. 

the resistance, regulators must continue 
to watch closely as banks interact with 
these outside parties. 

Fabbro articulates how regulators play a 
major role in open banking. Regulations 
provide banks the tools to develop their own 
oferings, giving them the power to decide 
when and with whom to share data, which 
protects customers in the process.  

In Summary 

Continuing to research and learn about 
open banking is crucial for bankers and reg-
ulators. It enables them to recognize poten-
tial issues as technology evolves and respond 
efectively to problems. Te allure of open 
banking ofers many possibilities and ways 
to save customers’ time. However, bankers 
and regulators must establish solid defen-
sive measures to ensure data remains secure 
when transferred to third-parties or outside 
entities. 

References: 
“What Is Open Banking, Consumers could beneft 
from allowing more access to fnancial information, but 
there are also concerns.” John Egan. U.S. News. June 
2, 2021. 

"What to Know About ‘Open Banking,” Coming Soon 
in the U.S.” Rocio Fabbro. Quartz. www.msn.com. 
June 4, 2024. 

“Open Banking’s Balancing Act.” Paul Davis. Forbes. 
June 4, 2024. 
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Bank and Trust
Supervision Promotions

Bank and Trust 
Supervision Promotions 

By Amber Summers, Financial Examiner 

Te Department is pleased to recognize the promotion of 
four highly-qualifed employees. Mr. Jared Whitson was 
promoted to Director of Bank and Trust Supervision in 
September 2023. Mrs. Ruth Norris was promoted to Di-
rector of Information Technology (IT) Security Examina-
tions and Mr. Phillip Hinkle was promoted to Director of 
Cybersecurity and Technology Strategy in February 2024. 
Lastly, Mr. Larry Filer was promoted to Chief IT Security 
Examiner (CITSE) in July 2024. 

Jared Whitson 
Director of Bank and Trust Supervision 

Jared began his career with the Department in 2004 as an 
Assistant Examiner in Austin and later earned his commis-
sion before being promoted to Review Examiner in Octo-
ber 2014. Whitson is a 2015 graduate of the Southwest-
ern Graduate School of Banking at Southern Methodist 
University in Dallas. 

Whitson is responsible for overseeing the regulation and 
supervision of Texas state-chartered banks, trust companies, 
foreign bank agencies and representative ofces of foreign 
bank agencies. He works closely with his team members to 
ensure the Department continues to provide efective supervi-
sion to its regulated entities.  

Ruth Norris 
Director of IT Security Examinations 

Ruth began her career with the Department in 2006 as 
an Assistant Examiner in Houston. In August 2010, she 
obtained the Certifed Information Systems Auditor des-
ignation and earned her commission the following year. 
Te last 16 years have been concentrated in information 
technology, cybersecurity and operational risk manage-
ment. She served as Chief IT Security Examiner between 
2018 and 2024. 

As Director of IT Security Examinations, Norris is respon-
sible for the IT supervisory activities for state-chartered 
banks, trust companies, licensed money service businesses, 
and technology service providers operating in Texas. 

Phillip Hinkle 
Director of Cybersecurity and Technology Strategy 

Phillip’s career with the Department began in 1989. He has 
held a variety of IT certifcations, received the FBI’s Service 
Award and led the formation of the CSBS Bankers Electronic 
Crimes Task with the U.S. Secret Service. He is also a member 
of the Federal Financial Institutions Examination Council’s 
Cybersecurity & Critical Infrastructure Subcommittee. 

As Director of Cybersecurity and Technology Strategy, 
Hinkle oversees planning and development of examination 
strategies and policies for evaluating cybersecurity and 
information technology for all state-chartered banks, trust 
companies, licensed money service businesses (MSBs), li-
censed non-depositories and the banks’ technology service 
providers. Tis involves evaluating not just current threats 
but also evolving technologies and their potential risks, 
such as Artifcial Intelligence, Quantum Computing, and 
Cloud Computing. 

Larry Filer 
Chief IT Security Examiner 

Larry joined the Department in August 2000 as an Assistant 
Examiner in Austin, and, in the Fall of 2003, transferred to 
the IT Division. In June 2005, he obtained the Certifed 
Information Systems Auditor designation, earning the des-
ignation of Commissioned Examiner in May 2006, and was 
promoted to Senior Examiner in September 2015. 

As Chief IT Security Examiner (CITSE), Filer is respon-
sible for ensuring accurate 
and timely completion 
of examination reports 
by performing frst 
review of supervisory 
fndings and related 
support documents. 
Additionally, as 
CITSE, he supports 
the Director of IT 
Security Examinations 
in meeting examination 
priorities and goals. 
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Newest Appointed 
Finance Commission Members 
On May 16, 2024, Texas Governor Greg Abbott appointed four members to the Finance commission: Kathleen Fields for a 
term set to expire February 1, 2028, and David Osborn, Troy Lambden, and Miguel Romano, Jr., for terms set to expire Feb-
ruary 1, 2030. Additionally, member Laura Nassri Warren was appointed Vice-Chair. Lastly, the Finance Commission express-
es appreciation to former members Will Lucas, Clif McCauley, Vince Puente Sr., and Debbie Scanlon, for their dedication 
and contributions while serving. 

 

 

    Newest Appointed
Finance Commission Members

Public Member 
Kathleen K. Fields 
Retired, Certifed Public Accountant 
San Antonio, Texas 

Savings Executive 
Troy Lambden 
Graham Savings and Loan, SSB 
Graham, Texas 

Banking Executive 
David Osborn 
WestStar Bank 
El Paso, Texas 

Public Member 
Miguel Romano, Jr. 
Ascension Texas Foundations 
Austin, Texas 
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Financial Highlights 
TABLE I 

Quarterly Balance Sheet and Operating Performance Ratios
for Texas State-Chartered Commercial Banks 6/30/2024 Through 6/30/2023 

ACCOUNT DESCRIPTIONS 
(IN MILLIONS OF $) 6/30/2024 3/31/2024 12/31/2023 9/30/2023 6/30/2023 

Number of State-Chartered Banks 
Total Assets of State-Chartered Banks 
Number of Out-of-State, State-Chartered
   Banks Operating in Texas 
Total Texas Assets of Out-of-State,
   State-Chartered Banks Operating in Texas 

214 
443,374 

55 

66,191 

214 
431,148 

55 

66,191 

213 
432,115 

55 

66,191 

212 
428,157 

55 

66,191 

212 
432,226 

52 

63,414
   Subtotal 509,565 497,339 498,306 494,348 495,640 
Less: Out-of-State Branch Assets/Deposits (56,572) (56,572) (56,572) (56,572) (71,591)
  **Total State Banks Operating in Texas 452,993 440,767 441,734 437,776 424,049 

BALANCE SHEET (Tx. State-Chartered Banks) 
Interest-Bearing Balances 
Federal Funds Sold 
Trading Accounts 
Securities Held-To-Maturity 
Securities Available-for-Sale 
   Total Securities 
Total Loans 
  Total Earning Assets 
Premises and Fixed Assets 
  Total Assets 

30,436 
1,945 

749 
21,041 
82,186 

103,227 
275,256 
410,864 

6,366 
443,374 

34,518 
1,671 

868 
21,957 
78,387 

100,344 
263,392 
399,925 

6,118 
431,147 

35,683 
1,423 

903 
55,518 
80,718 

136,236 
259,059 
432,401 

5,960 
432,105 

34,960 
1,537 

973 
22,941 
77,865 

100,806 
257,935 
395,238 

5,827 
428,157 

33,822 
1,440 

825 
23,668 
81,924

105,592 
258,570
399,424 

5,780
432,226 

Demand Deposits 
MMDAs 
Total Time and Savings Deposits 
Brokered Deposits 
  Total Deposits 
Federal Funds Purchased 
Other Borrowed Funds 
   Total Liabilities 

119,677 
31,101 

250,458 
23,425 

361,387 
5,640 

21,819 
396,481 

118,682 
29,970 

242,719 
24,681 

352,680 
6,303 

19,257 
385,863 

114,605 
30,479 

237,338 
26,554 

349,398 
6,305 

23,797 
387,345 

114,601 
112,581 
232,791 

27,180 
347,747 

6,332 
25,757 

387,561 

101,835 
130,871 
240,405 

21,436
342,693 

6,170 
33,757

389,898 
Total Equity Capital 
Loan Valuation Reserves 
   Total Primary Capital 

46,893 
3,430 

50,323 

45,285 
3,298 

48,583 

44,760 
3,236 

47,996 

40,597 
3,241 

43,838 

42,328 
3,180

45,508 
Past Due Loans > 90 Days 
Total Nonaccrual Loans 
Total Other Real Estate 
Total Charge-Offs 
Total Recoveries 
  Net Charge-Offs 

275 
1,461 

247 
212 

55 
157 

289 
1,273 

116 
103 

19 
84 

253 
1,057 

81 
377 
105 
272 

265 
868 

98 
242 

87 
155 

240 
914 

94 
162 

58
104 

INCOME STATEMENT 
Total Interest Income 
Total Interest Expense 
  Net Interest Income 
Total Noninterest Income 
Loan Provisions 
Salary and Employee Benefits 
Premises and Fixed Assets Expenses (Net) 
All Other Noninterest Expenses 
   Total Overhead Expenses 
Securities Gains (Losses) 
Net Extraordinary Items 
  Net Income 
Cash Dividends 

11,520 
4,784 

6,736 
1,971 

203 
2,979 

545 
2,241 
5,765 

14 
0 

2,176 
1,387 

5,604 
2,339 

3,265 
981 

99 
1,471 

266 
856 

2,593 
17 

0 
1,301 

675 

21,034 
7,651 

13,383 
3,468 

475 
5,554 
1,030 
3,593 

10,177 
(55) 

0 
5,089 
2,679 

15,539 
5,394 

10,145 
2,827 

368 
4,133 

770 
2,501 
7,404 

(35) 
0 

4,263 
2,229 

10,074 
3,241
6,833 
1,764 

267 
2,752 

506 
1,663
4,921 

(23) 
0

2,805 
1,288 

RATIO ANALYSIS 
Loan/Deposit 
Securities/Total Assets 
Total Loans/Total Assets 
Loan Provisions/Total Loans 
LVR/Total Loans 
Net Charge-Offs/Total Loans 
Nonperforming+ORE/Total Assets 
Nonperforming+ORE/Primary Capital 
Net Interest Margin 
Gross Yield 
Return on Assets 
Return on Equity 
Overhead Exp/TA 
Equity/Total Assets 
Primary Capital/Total Assets+LVR 

76.17% 
23.28% 
62.08% 

0.15% 
1.25% 
0.06% 
0.45% 
3.94% 
3.28% 
6.09% 
0.98% 
9.28% 
2.60% 

10.58% 
11.26% 

74.68% 
23.27% 
61.09% 

0.001503463 
1.25% 
0.03% 
0.39% 
3.45% 

0.032656123 
0.061092852 
0.012070129 
0.114916639 

0.02405676 
10.50% 
11.18% 

74.14% 
31.53% 
59.95% 

0.001833559 
1.25% 
0.10% 
0.32% 
2.90% 

0.030950437 
0.05670381 
0.01177723 

0.113695264 
0.023552146 

10.36% 
11.02% 

74.17% 
23.54% 
60.24% 

0.19% 
1.26% 
0.06% 
0.29% 
2.81% 
3.41% 
5.71% 
1.32% 

13.97% 
2.30% 
9.48% 

10.16% 

75.45% 
24.43% 
59.82% 

0.21% 
1.23% 
0.04% 
0.29% 
2.74% 
3.42% 
5.48% 
1.30% 

13.25% 
2.28% 
9.79% 

10.45% 
*Unrealized gains/losses are already included in equity capital figures.
**Total State Banks Operating in Texas includes branches of out-of-state, state-chartered banks.
Data was derived from the FDIC website.
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Financial Highlights 
TABLE II

 Comparative Statement of Condition 
Commercial Banks Domiciled in Texas 

June 30, 2023 and June 30, 2024 

ACCOUNT DESCRIPTIONS 
(In Millions of $) 

6/30/2024 
STATE 

CHARTERED 

6/30/2024 
NATIONAL 

CHARTERED

6/30/2024 
ALL BANKS 

6/30/2023 
ALL BANKS 

Number of Banks 
BALANCE SHEET 

Interest-Bearing Balances 
Federal Funds Sold 
Trading Accounts 
Securities Held-To-Maturity 
Securities Available-For-Sale 
   Total Securities 
Total Loans 
   Total Earning Assets 
Premises & Equipment 

TOTAL ASSETS 

214 % TA 

30,436 6.9% 
1,945 0.4% 

749 0.2% 
21,041 4.7% 
82,186 18.5% 

103,227 23.3% 
275,256 62.1% 
410,864 92.7% 

6,366 1.4% 
443,374 100.0% 

141 % TA 

12,128 9.5% 
466 0.4% 

3 0.0% 
5,008 3.9% 

20,590 16.1% 
25,598 20.0% 
83,048 64.8% 

121,240 94.7% 
1,928 1.5% 

128,063 100.0% 

355 % TA 

42,564 7.4% 
2,411 0.4% 

752 0.1% 
26,049 4.6% 

102,776 18.0% 
128,825 22.5% 
358,304 62.7% 
532,104 93.1% 

8,294 1.5% 
571,437 100.0% 

357 % TA 

42,325 7.4% 
3,376 0.6% 

843 0.1% 
29,893 5.2% 

109,701 19.2%
139,594 24.5% 
344,033 60.4%
529,329 92.9% 

7,812 1.4% 
569,962 100.0% 

Demand Deposits 119,677 27.0% 31,392 24.5% 151,069 26.4% 135,503 23.8% 
MMDAs 31,101 7.0% 27,592 21.5% 58,693 10.3% 164,781 28.9% 
Total Time and Savings Deposits 250,458 56.5% 78,953 61.7% 329,411 57.6% 324,273 56.9% 
Brokered Deposits 23,425 5.3% 2,189 1.7% 25,614 4.5% 22,644 4.0%
   Total Deposits 361,387 81.5% 110,344 86.2% 471,731 82.6% 460,229 80.7% 
Fed Funds Purchased 5,640 1.3% 572 0.4% 6,212 1.1% 7,421 1.3% 
Other Borrowed Funds 21,819 4.9% 3,597 2.8% 25,416 4.4% 39,123 6.9% 

TOTAL LIABILITIES 396,481 89.4% 115,972 90.6% 512,453 89.7% 515,359 90.4% 
Equity Capital 
Allowance for Loan/Lease Losses 
   Total Primary Capital 

46,893 10.6% 
3,430 0.8% 

50,323 11.4% 

12,091 9.4% 
1,031 0.8% 

13,122 10.2% 

58,984 10.3% 
4,461 0.8% 

63,445 11.1% 

54,603 9.6% 
4,285 0.8%

58,892 10.3% 
Past Due >90 Days 275 86 361 359 
Nonaccrual 1,461 509 1,970 1,353 
Total Other Real Estate 247 79 326 138 
Total Charge-Offs 212 140 352 235 
Total Recoveries 55 21 76 77 

INCOME STATEMENT 

Total Interest Income 

Total Interest Expense 

   Net Interest Income 

Total Noninterest Income 

Loan Provisions 

Salary & Employee Benefits 

Premises & Fixed Assets (Net) 

All Other Noninterest Expenses 

   Total Overhead Expenses 

Securities Gains(Losses) 

Net Extraordinary Items 

NET INCOME 
Cash Dividends 

Y-T-D 

11,520 100.0% 

4,784 41.5% 

6,736 58.5% 

1,971 17.1% 

203 1.8% 

2,979 25.9% 

545 4.7% 

2,241 19.5% 

5,765 50.0% 

14 0.1% 

0 0.0% 

2,176 18.9% 
1,387 

Y-T-D 

3,395 100.0% 

1,335 39.3% 

2,060 60.7% 

804 23.7% 

132 3.9% 

1,032 30.4% 

185 5.4% 

638 18.8% 

1,855 54.6% 

(26) -0.8% 

0 0.0% 

775 22.8% 
323 

Y-T-D 

14,915 100.0% 

6,119 41.0% 

8,796 59.0% 

2,775 18.6% 

335 2.2% 

4,011 26.9% 

730 4.9% 

2,879 19.3% 

7,620 51.1% 

(12) -0.1% 

0 0.0% 

2,951 19.8% 
1,710 

Y-T-D 

13,182 100.0% 

4,147 31.5%

9,035 68.5% 

2,637 20.0% 

361 2.7% 

3,792 28.8% 

700 5.3% 

2,320 17.6%

6,812 51.7% 

(44) -0.3% 

0 0.0% 

3,769 28.6% 
1,642 

Average ROA 0.98% 1.21% 1.03% 1.32% 
Average ROE 9.28% 12.82% 10.01% 13.81% 
Average TA ( $ Millions) 2,072 908 1,610 1,597 
Average Leverage 10.58% 9.44% 10.32% 9.58% 
Dividends/Net Income 63.74% 41.68% 57.95% 43.57% 
*Unrealized gains/losses are already included in equity capital figures. 
Table includes only banks domiciled in Texas.  Branches of out-of-state banks are not included. 
Data was derived from the FDIC website. 
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