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Self-Assessment Tool for Mitigating the Risks of Ransomware for
Nonbank Financial Service Businesses

Prepaid Funeral Contract Sellers and Perpetual Care Cemeteries

Ransomware has become the top cybersecurity threat to businesses and cybercriminals are
utilizing the pandemic to take advantage of weaknesses in operations and controls. To assist your
business in mitigating this risk, we are providing you a Ransomware Self-Assessment Tool (R-
SAT).

The R-SAT is a brief questionnaire that walks you through key measures to protect your business
and can assist management and your Board (as applicable) in evaluating preparedness.

A similar R-SAT was released to the banking industry and was developed by a national task force
of community bankers, state bank regulators, and the U.S. Secret Service. This nonbank financial
institution version includes several embedded banking resources which are applicable and helpful
for all industries. An overview of ransomware preparedness released with the banking industry
version of the R-SAT provides an important overview of the threat and important mitigation
strategies.

This self-assessment tool will assist you in evaluating your current security operations and
identifying areas to upgrade. History indicates that the attackers take advantage of weaknesses in
systems. Because of the extreme impact a ransomware incident can have and the rapid expansion
of its use by criminals, we encourage you to promptly begin assessing your preparedness with this
tool.

If you have any questions regarding the R-SAT, please contact Phillip Hinkle, Director of IT
Security Examinations, or Senior IT Security Examiner Linda Pearson via email.


https://www.dob.texas.gov/sites/default/files/files/special-audits/NDS-RSAT.pdf
https://www.dob.texas.gov/sites/default/files/files/Bank-Trust-Companies/Ransomware_Preparedness.pdf
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