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Information Contained in Reports are
Confidential

% License holders previously requested authorization to share
Reports of Examination (ROEs) with banks

% ROEs are Departmental property that cannot be shared without
Departmental authorization

> Information in ROEs is confidential under Texas Finance Code Section
151.606
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Supervisory Memorandum - 1013

% Supervisory Memorandum (SM) — 1013 was issued on February
22,2016

* Intended to assist license holders in opening or maintaining bank
accounts
» Help address de-risking practices by banks

* Allows for license holders to share Departmental ROEs with banks

» Demonstrate compliance with state and federal regulations
» Part of MSB’s due diligence documentation
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Supervisory Memorandum - 1013

% Prior to sharing ROEs with banks, MSB license holders must take
the following two actions

» Redact any customer personal information as well as any reference to the
filing of suspicious activity reports

» Enter into a written agreement with bank

v’ Must acknowledge that the ROE is confidential under Texas Finance
Code Section 151.606

v Agrees to take appropriate steps to ensure ROE is confidential
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Supervisory Memorandum - 1013

% License holders must maintain a list of every bank it has shared an
ROE with

» A copy of the confidentiality agreement between bank and MSB must also
be made available for review

% Banks may not release ROEs with other third parties without
written authorization from both Department and MSB

% SM — 1013 only applies to sharing of ROE with banks for

maintaining or opening bank account

» For any other circumstance, license holder must obtain Departmental
written authorization to release ROE
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Supervisory Memorandum - 1013

% Applies to ROEs solely issued by the Texas Department of Banking

» Does not apply to joint examination ROEs

% For ROEs in connection with joint examinations, the MSB must
obtain authorization from each participating state regulator

» Notably, several states have regulations that prohibit the release of ROEs
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Contact Information

Jesus “Jesse” Saucillo, CAMS
Review Examiner
Special Audits Division
Texas Department of Banking
Jesus.Saucillo@dob.texas.gov
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FINCEN CTR and SAR Guidance
for Money Services Businesses

Presented By: Anthony Dash
Lead FinCEN Resource Center Specialist
Regulatory Support Section
Liaison Division



What is FINCEN?

The Financial Crimes Enforcement Network
(FINCEN) is a bureau of the U.S. Department of
the Treasury. FINCEN’s mission is to safeguard
the financial system from illicit use and combat
money laundering and promote national
security through the collection, analysis, and
dissemination of financial intelligence and
strategic use of financial authorities.




ENFORCEMENT NETWORK

Bank Secrecy Act (BSA)

FINCEN exercises regulatory authority over the
BSA, which requires financial institutions to
maintain appropriate records and file certain
reports with regards to currency transactions
(CTR) and suspicious activity (SAR). Banks, Credit
Unions, Money Services Businesses, Casinos,
and Broker/Dealers are some of the financial
institutions that are subject to the BSA.



Importance of BSA Data

BSA data that is collected on reports such as CTRs
and SARs filed by financial institutions account for a
tremendous amount of financial information that is
essential to tracing and identifying potential
avenues of terrorist financing, money laundering,
and other illicit activity. The data extracted from
BSA filings is extremely useful to law enforcement
agencies, by assisting in identifying and linking
investigative information and intelligence with
ongoing investigations, as well as in identifying
leads for new investigations.



Currency Transaction Report
(CTR)



Definitions

e Currency - The coin and paper money of the United

States or any other country, which is circulated and
customarily used and accepted as money.

Transaction in Currency - The physical transfer of
currency from one person to another. This does not
include a transfer of funds by means of bank check,
bank draft, wire transfer or other written order that
does not involve the physical transfer of currency.



Currency Transaction Report (CTR)

e The FinCEN CTR (Form 112) is required to be filed for each
deposit, withdrawal, exchange of currency, or other payment
or transfer, by, through, or to the financial institution which
involves a transaction in currency of more than $10,000.

 Multiple transactions must be treated as a single transaction if
the financial institution has knowledge that they are
conducted by or on behalf of the same person and they result
in either currency received (cash in) or currency disbursed
(cash out) by the financial institution totaling more than
$10,000 during any one business day.



Transactions that Require a CTR

Only cash transactions that, if alone or when
aggregated, exceed $10,000 should be reported on
the FINCEN CTR. Cash In and Cash out transactions
shall not offset against one another. If there are
both Cash In and Cash Out transactions, the
amounts should be considered separately and not
aggregated. However, they may be reported on a
single FINCEN CTR. If there is a currency exchange, it
should be aggregated separately with each of the
cash in and cash out totals.



Examples of Reportable Transactions

Reportable*
Not Reportable

Example 1: Robert presents $11,000 in currency for a money transfer out. He also
cashes a check and receives $3,000 in currency.

(Total Cash In = S11,000%, Total Cash Out = 53,000)

Example 2: Maria presents $11,000 in currency for a money transfer out. Later that
same day, Maria comes back and cashes a check to receive $12,000 in currency.

(Total Cash In = S11,000%, Total Cash Out = 512,000%)
Example 3: Mike presents $6,000 in currency for a money transfer out. He also cashes a

check and receives $4,000 in currency. Further, he presents $5,000 in currency to be
exchanged for the equivalent in Euro’s.

(Total Cash In = S11,000%, Total Cash Out = 59,000)
Example 4: Cindy presents a check with a face value of $10,025 that she would like to
cash. The MSB that is cashing the check charges her a S50 fee to cash the check. The

MSB deducts their fee and after cashing the check, returns $9,975 in currency to Cindy.
(Total Cash In = SO, Total Cash Out = 59,975)



How to File a CTR

e CTRs must be filed within 15 days from the
date of the reportable transaction.

e CTRs as well as other BSA reports can be filed
by logging into the BSA E-filing System and
filing FInCEN Form 112.

e Visit www.fincen.gov and click the “E-filing”
icon



http://www.fincen.gov/

EN T

FINANCIAL CRIMES ENFORCEMENT NETWORK

HE M

UMNITED STATES DEPARTMENT QOF THE TREASURY

FINAMNCIAL CREIMES EMNFORCEMEMNT HMETWOREK

HOME ABOUT - RESDURCES ~ NEWSROOM - CAREERS ~

FBAR (FINCEM 114) Report Forelgn Bank and Fnanclal Accounts Filing Information - Due Date April 18, 2017
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BSA Home

Using BSA E-Filing

Take a Tour

File an Individual FBAR
Become a BSA E-Filer
Frequently Asked Questions
Help

Site Map

‘ E-Filing System Login

Welcome to the BSA E-Filing System

The BSA E-Filing System supports electronic filing of Bank Secrecy Act
(BSA) forms (either individually or in batches) through a FinCEM secure
netwark. BSA E-Filing provides a faster, more convenient, maore secure,
and more cost-effective method for submitting BSA forms. Additional

benefits are listed under Using BSA E-Filing.
How does BSA E-Filing work?

The BSA E-Filing System is hosted on a secure website accessible on the Intemet.
Organizations that file BSA forms with FInCEM can securely access the system after they
apply for and receive a user |D and password from FinCEM.

Report Foreign Bank and
Financial Accounts (FBAR)

Become a BSA E-Filer

Take a Quick Tour

Hot Topics
HNew Due Date for FBARS

v

Additional E-Filing Method for FBAR
Individusl Filers

FBAR Electronic Filing Technical
Ovenview

r

+ [nformational Webinar: FBAR
Electronic Filing Technical Overview

User Quick Links

+ RMSH Website

FBAR Filers

+ File an Individual FBAR

» Line ltem Instructions For
Completing the FEAR

+ FinCEM Form 114(a}
» FBAR FAQ's

Supervisory Users
+ Getting Started with BSA E-Filing

+ Submitting the Supervisory User
Applic ation Form

» Obtaining Authorization &s
Supervisory User

General Users
+ Downloading the Adobe Reader
Batch Filers

+ FinCEN FBAR Electronic Filing
Reguirementz
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BSA E-Filing Home

" Welcome to the BSA E-Filing System

New to BSA E-Filing

Next Steps for Using BSA
| ] by
E-Filing

Alerts
m View Alerts

You are currently logged in as Anthony Dash. Last login: February 03, 20417 at 11:15:30 AM EST.

The BSA E-Filing System allows you to file BSA forms with FInCEN via a secure Internet connection. BSA E-Filing allows you to receive system
Documentation alerts and advisones via BSA E-Filing and respond fo them by sending secure messages o FinCEN.
n Computer Based Training
Frequently Asked To learn how the system works, download and review the BSA E-Filing User Manual, Quick Reference Guide, andior Supervisory User Manual
CGuestions depending on your role, all three of which are available on the BSA E-Filing Documentation menu to the left. If you have guestions that are not
m Quick Reference resolved by the BSA E-Filing documentation, contact the BSA E-Filing Help Desk at 1-866-346-9473 or BSAEFilingHelpi@fincen.gov. The Help
» SDTM Requirements Desk regular hours of operation are 8:00 am - 6:00 pm East Coast Time, Monday - Friday. Please note that the Help Desk is closed on Federal
m Supervisory User Manual holidays.

u User Manual

File FINCEN Reports

= Form 2300
Report 112 - CTRBatch
Report 112 - CTR [
Report 111 - SARBatch
Report 111 - SAR
Report 110 - DOEPBatch
Report 110 - DOEP
Report 114 - FBARBatch
Report 114 - FBAR
Report 107 - RMSB
Submit FinCEN Report [

- New to BSA E-Filing? Continue Here...
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Suspicious Activity Report
(SAR)



When is SAR filing required?

e Every MSB must file a SAR to report any
suspicious transaction or activity it believes to be
a possible violation of law or regulation.

e Activity requires reporting if it conducted or
attempted by, at, or through the MSB, and
involves or aggregates funds or other assets of at

least $2,000.



Confidentiality of SARs

e No MSB, and no director, officer, employee, or agent of
any MSB, shall disclose a SAR or any information that
would reveal the existence of a SAR.

 Any MSB, and any director, officer, employee, or agent
of any MSB that is subpoenaed or otherwise requested
to disclose a SAR or any information that would reveal
the existence of a SAR, shall decline to produce the SAR
or such information, and shall notify FinCEN of any
such request and the response thereto.

e 31 CFR 1022.320(d)(1)(ii)(A) explains when revealing
SAR and SAR information is not considered prohibited.



What activity prompts a SAR filing?

Activity that:

* |nvolves funds derived from illegal activity or is intended or
conducted in order to hide or disguise funds or assets
derived from illegal activity.

e |s designed, whether through structuring or other means,
to evade any requirements or regulations under the BSA.

e Serves no business or apparent lawful purpose, and the
reporting MSB knows of no reasonable explanation for the
transaction after examining the available facts, including
the background and possible purpose of the transaction.

* |nvolves use of the MSB to facilitate any criminal activity.



Examples of Suspicious Activity

Fraud

Structuring

Terrorist Financing
Money Laundering
Embezzlement

Forgeries

ldentity Theft

Suspicious funds transfers



How to File a SAR

 SARs must be filed within 30 days from the
date that the suspicious activity is detected.

 SARs can be filed by logging into the BSA E-
filing System and filing FInCEN Form 111.

e Visit www.fincen.gov and click the “E-filing”
icon
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Tracking my submission

e Filers can check the status of their submissions by logging into their BSA E-filing
account and clicking “Track Status”.

e Track Status will provide you with a Tracking ID, the status of the submission, and
the BSA ID number once one is assigned to the filing.

e If the filing you submitted does not appear in Track Status, it is likely that the
submission was not successfully transmitted. You should attempt to submit the
completed form again.
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Rules For MSBs

e The Rules for MSBs under the Bank Secrecy
Act can be found in Chapter X of Title 31
within the Code of Federal Regulations.

e 31 CFR 1022 — Rules For Money Services
Businesses



FiInCEN Contact Information

Anthony Dash
Lead FinCEN Resource Center Specialist
Regulatory Support Section
Liaison Division
WWW.FINCEN.GOV

FinCEN’s Regulatory Helpline: 1-800-949-2732
FinCEN Resource Center Inbox: frc@fincen.gov
BSA E-Filing System Helpdesk: 1-866-346-9478



http://www.fincen.gov/
mailto:frc@fincen.gov
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Contact Information

Jesus “Jesse” Saucillo, CAMS Anthony Dash

Review Examiner of Special Audits Division Lead FinCEN Resource Center Specialist

Texas Department of Banking Regulatory Support Section

Jesus.Saucillo@dob.texas.gov Liaison Division
Anthony.Dash@fincen.gov

Leilani Lim-Villegas

Financial Education Coordinator
Texas Department of Banking
Leilani.Lim-Villegas@dob.texas.gov

Copy of presentation available at the Texas Department of Banking website

www.dob.texas.gov
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