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Cybersecurity: 
Awareness and 

Assessment is Key! 



    
 

  
     

 
  

 
    

 
   

  
 

 
 Existing vulnerabilities continue to be exploited. 
 New platforms create new ways to exploit 

Financial Institutions and customers. 
 Lines between cyber actors are blurring as tool are

commercialized. 
 Use of social networking enables more effective 

and targeted attacks 
 Malware continues to evolve and now includes 

data destruction and encryption 
 Global unrest results in US symbols, including

financial institutions being targeted 

Why do we need to 
assess cybersecurity? 



   
 

  
 

     
  

   
  

   
  

 
 

 
 

   
   

According to the Symantec 2015 Internet Security
Threat Report… 
 A new zero-day vulnerability is discovered 

each week. 
 Half a billion personal records have been stolen

or lost. 
 Three quarter of websites have vulnerabilities. 
 Increase in spear-phishing attacks. 
 Ransomware has increased by 35 percent. 
 100 million fake technical support scams

blocked. 

What are we dealing 
with? 

Source: Symantec 2015 Internet Security Threat Report 
https://www.symantec.com/security-center/threat-report
 

https://www.symantec.com/security-center/threat-report
https://www.symantec.com/security-center/threat-report
https://www.symantec.com/security-center/threat-report
https://www.symantec.com/security-center/threat-report
https://www.symantec.com/security-center/threat-report
https://www.symantec.com/security-center/threat-report




   The Impact of A Hacked Computer 



     
  

What happens when your email is compromised?
Source: Krebs on Security 



 
  

  
  

  
 
 

 

 
 

#ThreatsTrending 
 Ransomware 
 Business Email Compromise 
 Account Takeover 
 Destructive Malware 
 Human Error 
 DDoS Attacks 
 Information/Card Breaches 

What are we dealing 
with? 







 

  
    

   
    

  
 

Account Takeover 

Account Takeover (ATO) is a form of 
business ID Theft in which cyber criminal 
gains control of a business’ bank account by 
stealing the user IDs and other credentials a 

business uses for on-line banking. 



 
  

     
   

  
    

      
    

      
      

 

Account Takeover 
Victim unknowingly installs software by clicking 
on a link or visiting an infected Internet site. 
Victim logs on to their Online Banking 
Fraudsters Collect Login Credentials 
Fraudsters wait for the right time and then
depending on your controls – they login after hours
or if you are utilizing a token they wait until you 
enter your code and then they hijack the session
and send you a message that Online Banking is 
temporarily unavailable. 



 DDoS Attack 



 

   

Business Email Compromise 

Source: http://www.business2community.com/cybersecurity/stay-top-business-email-compromise-01595175#bQXY3U2sCwFvcKlI.97 

http://www.business2community.com/cybersecurity/stay-top-business-email-compromise-01595175bQXY3U2sCwFvcKlI.97


   
 

 
 

 
  

 
 
         

          
         

        
         

 
 

  
Why should cybersecurity be important to you? 

 Reputational Risk 
 Legal Risk 
 Financial Risk 
 Strategic Risk 
 Compliance Risk 

The Bottom Line… 

The damage to companies in terms of consumer confidence,
public image, and legal trouble from such incidents can be
considerable, but nowhere are the effects of cybercrime more
dangerous than in finance, where highly sensitive information,
large sums of money, and people’s livelihoods can be 
jeopardized. 



 Cybersecurity Framework 



   
    

 

 

 

 

 
  

 
  

 How do you keep people from stealing your information? 
 What types of computer security do you have in place? 
 Is your physical security strong? 
 What are your computer/network controls for your 

computer users? 

Identify 

Protect 

 What “information” you process? 
 Personally Identifiable Information (PPI)?? 
 Financial Data? 
 Proprietary Information (trade secrets)? 



     
 

 

 

 

      
 

 Our information has been compromised, what now? 
 Who do we call? 
 What should we do? 

Detect 

Respond 

 How do we know when someone has accessed our 
information? 



 
  

  
 
   

 

Recover 
(aka The Aftermath) 
 How do we get back to “normal”? 
 Insurance? 
 Reputation – Customer Confidence? 
 Lessons Learned 



   
   
  

  
  

 
 

     
    

  

 

 Train employees in security principles. 
 Establish security practices and policies to protect 

sensitive information. 
 Protect information, computers, and networks 

from cyber attacks. 
 Provide firewall security for your Internet 

connection. 
 Create a mobile device action plan. 
 Make backup copies of important business data 

and information. 

Cybersecurity Tips 



  
     

  
   

  
  

 
  

 

 













Control physical access to your computers and 
create user accounts for each employee. 
Secure your Wi-Fi networks. 
Employ best practice on payment cards. 
Limit employee access to data and information, 
and limit authority to install software. 
Passwords and authentication. 
Protect all pages on your public-facing websites, 
not just the checkout and sign-up pages. 

Cybersecurity Tips 



 
 

 
 

  
  

 
    

  
 

  
  

 
    

  

Resources 
Texas Department of Banking 

http://www.dob.texas.gov/ 

Federal Financial Institutions Examination Council's (FFIEC) 
www.FFIEC.gov 

National Institute of Standards and Technology (NIST) 
www.nist.gov 

Financial Services Information Sharing and Analysis Center (FS-ISAC) 
www.fsisac.com 

US-CERT@ncas.us-cert.gov
United States Computer Emergency Readiness Team (US-CERT)



 
  

 
 
 
 
 

Question & Answer Session
 



 
 
 

 
 

  
  

  
 

 
 

  
 

         
 
 

  
 
 
 
 
 

CONTACT INFORMATION
 

Ruth Norris, CISA

Texas Department of Banking


IT Security Examiner

ruth.norris@dob.texas.gov
 

Leilani Lim-Villegas

Texas Department of Banking


Financial Education Coordinator
 
leilani.lim-villegas@dob.texas.gov 
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